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CARNES, Circuit Judge:

These cases, consolidated for purposes of this appeal, arise
out of plaintiffs' clains that their banks inproperly disclosed
information relating to their checking accounts to federal
authorities. The conplaint in each case was dism ssed on the
ground that the safe harbor provisions of the Annunzio-Wlie Anti -
Money Laundering Act, 31 U.S.C. 8 5318(g), i mmuni zed t he banks from
liability. For the reasons set forth below, we reverse the
j udgment s di sm ssing the conplaints on that ground.

. THE LOPEZ CASE

W wi il discuss the two cases separately, beginning with the
one Patricia Lopez brought against First Union National Bank
("First Union").

A.  FACTS AND PROCEDURAL HI STORY

Because this case is before us on appeal froma Federal Rules
of Gvil Procedure 12(b)(6) dism ssal for failure to state a claim
we limt ourselves to the allegations of the conplaint, which we
are required to accept as true. Those allegations may turn out to
be inaccurate, or there may be additional facts which dictate a
different result, but for nowthe factual boundary of this case is
mar ked by the netes and bounds of the conplaint.

The FedWre Fund Transfer System is an electronic funds
transfer system which permts large dollar fund transfers by
conput er -t o- conput er conmuni cati ons between banks. First Unionis
a bank within the FedWre Fund Transfer Systemand uses "el ectronic

storage"” to maintain the contents of an el ectronic funds transfer.



On Septenber 2, 1993, and Novenber 30, 1993, First Union received
an el ectronic wire transfer of funds for credit to Lopez's account.
On both occasions, First Union provided United States |aw
enforcenment authorities with access to the contents of those
el ectronic transfers. First Union made these disclosures based
solely on the "verbal instructions" of federal |aw enforcenent
aut horities.

On February 3, 1994, a United States Magistrate Judge issued
a seizure warrant directing First Union to freeze Lopez's account
and conduct an inventory of it. Pursuant to the seizure warrant,
First Union again provided United States |aw enforcenent
authorities access to the contents of the electronic fund transfers
sent to Lopez that were being held in electronic storage. On June
6, 1995, First Union surrendered the $270, 887. 20 bal ance of Lopez's
First Union account to the United States. The United States
subsequently filed a civil forfeiture case agai nst Lopez, which was
resolved by a stipulation that $108,359 of Lopez's account was
forfeited to the United States while $162,532.20 was returned to
her .

Followi ng the resolution of the civil forfeiture case, Lopez
filed suit against First Union asserting clains under the
El ectroni cs Comuni cations Act 18 U. S.C. 88 2501 et seq. (Counts
| and I'l), the Right to Financial Privacy Act, 12 U S.C. 8§ 3401 et
seq., (Count I11), and Florida law. (Count 1V).

First Union noved to disniss the conplaint pursuant to Rule

12(b)(6) for failure to state a claim upon which relief can be



gr ant ed. The district court granted the notion and dism ssed
Lopez's conplaint with prejudice. The district court's decisionto
di sm ss the conpl aint was based exclusively on its conclusion that
the Annunzio-Wlie Anti Mpney Laundering Act, 31 USC 8§
5318(g)(3), inmmunized First Union from liability. Thi s appeal
f ol | owned.
B. STANDARD OF REVI EW

We revi ew de novo the dism ssal of a conplaint for failure to
state a claim for relief, accepting all allegations in the
conplaint as true and construing those allegations in the [|ight

nost favorable to the plaintiff. See Harper v. Thomas, 988 F.2d

101, 103 (11th Gr. 1993). A conplaint may not be so dism ssed
"unl ess it appears beyond doubt that the plaintiff can prove no set
of facts in support of his claim which would entitle him to

relief."” Pat aul a El ec. Menbership Corp. v. Wiitworth , 951 F.2d

1238, 1240 (11th Gr.) (quoting Conley v. G bson, 355 U S. 41,
45-46, 78 S. Ct. 99, 102 (1957)).
C. ANALYSI S

As a prelimnary matter, we first address First Union's
argunents that Lopez's conplaint fails to state a claim under
either the El ectronic Communication Privacy Act, 18 U.S.C. 8§ 2501
et seq., ("the ECPA") or the R ght to Financial Privacy Act, 12
U S.C. 88 3401 et seq., ("the RFPA").? W will then address the

’Because the district court dism ssed Lopez's conpl aint on the
ground that the Annunzio-WIlie Anti-Mney Laundering Act i muni zed
First Union from liability, it did not address these issues.
However, the parties have briefed them and in view of our
di sagreenment with the district court's dism ssal of the conplaint
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additional issue of whether the Annunzio-Wlie Anti-Mney
Laundering Act, 31 U S.C. 8§ 5318(Qg)(3) inmunizes First Union from
liability.

1. Lopez's Cains Under the ECPA

In 1986, Congress clarified the existence of privacy rights
in electronic communications by enacting the ECPA, which provides
"protect[ion] against the unauthorized interception of electronic
comuni cations."” Sen. Rep. No. 99-541 at 3555. Anobng ot her things,
the ECPA defines the conditions in which an electronic
comuni cations service may divulge the contents of electronic
communi cations, see, e.g., 18 US C 8§ 2702; 18 U S. C 2711,
defines the conditions in which the governnent is entitled to
access an individual's electronic conmunications, see 18 U S.C
2703, and provides a civil cause of action for anyone injured by a
violation of the act's substantive provisions, see 18 U. S.C. 2707.

In counts | and Il of her conplaint, Lopez alleges that First
Union violated her rights under the ECPA In count I, she
specifically alleges that First Union violated 18 U S C 8§
2702(a) (1), which provides that "a person or entity providing an
el ectroni ¢ conmuni cation service to the public shall not know ngly
divulge to any person or entity the contents of a communication
while in electronic storage by that service." The conpl ai nt
alleges that First Union provided an electronic comrmunication

service and that First Union provided the United States access to

on Annunzi o-Wlie grounds, judicial econony counsels in favor of
our addressing them



"the contents of information in electronic storage, including the
contents of electronic conmunications pertaining to . . . Lopez."

First Union contends that count | fails to state a viable
claimunder 18 U.S.C. 8§ 2702(a) (1), because it is not an electronic
communi cation service. W reject that contention which anmbunts to
not hi ng nore than a denial of the allegations in Lopez's conpl aint.
Accepting all allegations in the conplaint as true as we are
required to do at this stage, we conclude that Count | states a
violation of 18 U.S.C. § 2702(a)(1).°

In count I, Lopez alleges that First Union infringed her
rights under the ECPA by violating 18 U . S.C. 8§ 2703 and 18 U.S. C
§ 2711(3)(a). Section 2703 defines the conditions in which an
el ectronic comunication service my disclose electronic
comuni cations to the governnment. |If the el ectronic comrunication
service has held the contents of an electronic conmmunication in
el ectronic storage for one hundred eighty days or less, it may
di scl ose that electronic communication to the government only
pursuant to a federal or state warrant. See 18 U . S.C. 2703(a). In
Count Il, Lopez alleges that, on the sanme day funds were
electronically transferred to her account, First Union disclosed
contents of those electronic funds transfers in el ectronic storage

pursuant to "verbal instructions" instead of a warrant. She al so

®Nor does the fact that Congress amended the ECPA in 1996 to
specifically exclude el ectronic funds transfers fromthe definition
of an "el ectronic conmunication,” see 18 U.S.C. 8§ 2510(15) (1996),
prevent Count | from stating a claim under § 2702(1)(a). That
amendnent did not take effect until 1996, well after the events
giving rise to this case.



al l eges that the disclosures were nade on the sane day that funds
were electronically transferred to her account, which neans the
conmuni cation disclosed had been held in electronic storage for
|l ess than one hundred eighty days. Those allegations are
sufficient to state a prima facie claimunder 18 U S.C. 8§ 2703.
However, the allegations of Count Il of the conplaint are not
sufficient to state a claimunder 18 U S. C. § 2711(3)(a). That
section provides that "an el ectronic comruni cati on service .
shall not intentionally divulge the contents of any comuni cation

while in transm ssion on that service to any person or entity

other than an addressee or intended recipient of such
communi cation.” 18 U. S.C. 8 2711(3)(a) (enphasis added). That
proscription is not violated unless the conmmunication is divul ged
"while in transmssion.”™ Neither Count Il nor any other part of
t he conpl ai nt al |l eges that First Union di sclosed Lopez's el ectronic
conmuni cations "while in transmssion."” |Instead, Count Il alleges
t hat Fi rst Union disclosed the contents of el ectronic
conmuni cations held in electronic storage.

Al leging that First Union disclosed a communication held in
"electronic storage,” which violates 8§ 2702(a)(1l), 1is not
equivalent to alleging that First Union disclosed a comrunication
in "transm ssion,” which would violate 8§ 2711(3)(a). Because the
conpl ai nt does not all ege that First Union discl osed communi cati ons
while in transmssion, it fails to state a claim under 8§

2711(3) (a).



2. Lopez's d ai m Under the RFPA

In United States v. Mller, 425 U. S. 435, 443, 96 S.C. 1619,

1623 (1976), the Suprenme Court held that individuals have no Fourth
Amendnent expectation of privacy in their financial records while
those records are in the hands of third parties. That decision
pronpted Congress to enact the Right to Financial Privacy Act, 12
U S C 88 3401 et seq., ("the RFPA"), which provides individuals
with some privacy rights in financial records that are in the
hands of third parties. Anmong other things, the RFPA defines the
conditions in which financial institutions may disclose an
i ndi vidual's financial records, see 12 U S.C. 8§ 3403, defines the
conditions i n which governnment officials my access an individual's
financial records, see 12 U. S.C. 8§ 3402, and provides a civil cause
of action for anyone injured by a violation of the act's
substantive provisions, see 12 U S.C. § 3417.

In count 11l of her conplaint, Lopez alleges First Union
violated her rights under the RFPA by disclosing her financial
records under conditions not authorized by the RFPA. First Union
does not argue that Lopez has failed to allege a prima facie
viol ation of the RFPA. Instead, it contends that count 11l should
be dism ssed because the alleged disclosures are protected by 12
U S.C 8 3403(c), another section of the RFPA. Under § 3403(c), a
financial institution possessinginformation relevant to a possible
viol ation of |awinvolving one of its accounts is permtted to nmake
a disclosure of that information to | aw enforcenent. However, the

di sclosure permitted is limted to the name of the account hol der



and "the nature of any suspected illegal activity." 12 US.C. 8§
3403(c). Because the conplaint alleges that First Union went
beyond that and di sclosed actual financial records pertaining to
Lopez' s account (i.e., t he el ectronic f unds transfers
comuni cations, the contents of which were held in electronic
storage), First Union's all eged di scl osures are not protected by 12
U S C § 3403(c). Accordingly, count 11l of Lopez's conplaint
states a clai munder the RFPA

3. The Annunzio-Wlie Anti-Mney Laundering Act

The Annunzio-Wlie Anti-Mney Laundering Act of 1992, 31
U S C 8 5318(g), provides in relevant part:
g) Reporting of suspicious transactions.--

(1) In general.--The [Treasury] Secretary nmay
require any financial institution, and any director,
of ficer, enployee, or agent of any financial institution,
to report any suspicious transaction relevant to a
possi bl e violation of |aw or regul ation.

(2) Noti fication prohi bited.--A financi al
institution, and a director, officer, enployee, or agent
of any financial institution, who voluntarily reports a
suspi cious transaction, or that reports a suspicious
transaction pursuant to this section or any other
authority, may not notify any person involved in the
transaction that the transaction has been reported.

(3) Liability for disclosures.--Any financial
institution that makes [i.] a disclosure of any possible
violation of law or regulation or [ii.] a disclosure
pursuant to this subsection or [iii.] any other
authority, and any director, officer, enployee, or agent
of such institution, shall not be liable to any person
under any law or regulation of the United States or any
constitution, law, or regulation of any State or
political subdivisionthereof, for such disclosure or for
any failure to notify the person involved in the
transaction or any other person of such disclosure.



The three safe harbors provided by 8§ 5318(g)(3) supply an
affirmati ve defense to clains against a financial institution for
di sclosing an individual's financial records or account-rel ated
activity. Financial institutions are granted immunity from

ltability for three different types of disclosures:

(i.) A disclosure of any possible violation of |aw or
regul ati on,

(ii.) A di sclosure pursuant to 8 5318(g) itself, or

(i) A discl osure pursuant to any other authority.

See 31 U.S.C. § 5318(g)(3).

The district court dismssed Lopez's conplaint after
concluding that the safe harbor provisions of 8 5318(g)(3)
protected First Union's disclosures of her account activity. Lopez
contends that the district court's holding is erroneous for two
reasons. First, she contends that 8 5318(g)(3)'s safe harbor
provi sions apply only to disclosures of currency transactions. |If
that is true, First Union's disclosure of electronic transfers and
the contents of transfers held in electronic storage are not
protected by any of the safe harbor provisions of 8 5318(qg)(3).
Second, Lopez contends that even if the Act does cover nore than
currency transactions, First Union's disclosures do not fall within
one of the three categories of disclosures for which 8 5318(q)(3)
grants inmmunity. Addressing Lopez's contentions in turn, we
di sagree with the first one but agree with the second.

a. Does 8 5318(Qg)(3) Apply to Disclosures of Electronic
Transfers and Contents Held in Electronic Storage?

Lopez's contention that § 5318(g)(3) protects disclosures of

currency transactions only is at odds with the text and purpose of

10



the Annunzio-Wlie Act. The text of 8§ 5318(g)(3) neither
explicitly nor inplicitly suggests that Congress intended to limt
t he safe harbor to disclosures of currency or to any specific kind
of transaction. To the contrary, the text of that subdivision
i ndi cates Congress deliberately did not limt the safe harbor to
di scl osure of any specific type of transaction. For exanple, 8§
5318(g)(3) provides that a financial institution is entitled to
immunity for a disclosure of "any possible violation of law. " 31
US. C 8 5318(g)(3) (enphasis added). As we have recently had
occasion to explain, when used in a statute, "the adjective 'any'

is not anbiguous; it has a well-established neaning.” Merritt v.

Dillard Paper Conpany, 120 F.3d 1181, 1186 (11th Cr. 1997). "Read

naturally, the word 'any' has an expansive neani ng, that is, one or

some indiscrimnately of whatever kind." Id., quoting United

States v. Gonzales, 117 S.C. 1032, 1035 (1997) (citation and sone

guotation marks omtted). Thus 8 5318(g)(3) protects di scl osure of
a violation of |law regardless of whether it involves a cash
transaction, electronic transfers, or any other type of
transaction. Section 5318(g)(3)'s scope is not limted nerely to
di scl osures of currency transactions.

Moreover, we agree with the district court that the purpose
underlying the Act 1is inconsistent wth Lopez's proposed
construction. The district court reasoned as foll ows:

[ Alccording to the comrents of Congressman Neal regarding

the enactnent of 31 U S.C. 8§ 5318(g), banks have |ong

been encouraged to report suspicious transactions to the

appropriate authorities. See Cong.Rec. E57-02 (1993).

Therefore, to ensure conpliance fromthe banks, the safe
har bor provision was added in order to protect a bank
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when it reports a suspicious transaction. |d. "The goal
of this newlawis to have banks work with international
efforts to stop the gl obal novenent of drug noney. Money
| aundering is an international problem Mney knows no
borders and flows freely from one country to another.
The United States has long recognized that, and has
worked hard to ensure cooperation from foreign
governnents and financial institutions to assure that
noney | aunderers have no place to hide." |d.

The Court finds that if Congress intended to limt this
statute solely to "currency transactions" as asserted by
Plaintiff, it would severely restrict the ability of a
bank to report suspicious transactions w thout the fear
of liability. As Plaintiff notes in her response to
Def endant's notion, "[i]n 1994, sone 72 mllion fund
transfers with a total value of $211 trillion were noved
over Fedwire." Plaintiff's Response Menorandum p. 11 n.
8, citing Fedpoint 43. Thus, the effectiveness of the
anti-noney | aunderi ng act woul d be substantially limted
if it appliedonly to cash transactions, since electronic
fund transfers, the contents of which are held in
el ectronic storage, are the neans by which | arge doll ar
funds are transferred between t he Federal Reserve and the
service providers (i.e., originating banks, internediary
banks, and beneficiary banks)

Lopez v. First Union National Bank, 931 F. Supp. 860, 864 (S.D. Fla.

1996) .

Accordingly, we hold that electronic fund transfers and
information held in electronic storage are not outside the scope of
the Annunzio-Wlie Anti-Mney Laundering Act's safe harbor
provisions, 31 U S.C. 8§ 5318(qg)(3).

b. Are First Union's Disclosures Protected By 8 5318(g)(3)'s
Saf e Har bor Provisions?

The Annunzio-Wlie Act does not provide a financia
institution blanket imunity for any disclosure of an individual's
financial records. Instead, a financial institutionis entitled
to immunity only if its disclosure falls wthin one of the three

safe harbors set forth in 8 5318(g)(3). Lopez's conplaint alleges
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that First Union disclosed Lopez's financial records twice in
response to nothing nore than "verbal instructions” of governnent
officials and once pursuant to a seizure warrant. Under the facts
alleged in Lopez's conplaint, First Union's two disclosures in
response to "verbal instructions” of government officials do not
fit wthin any of 8 5318(g)(3)'s three safe harbors. However, its
di scl osure pursuant to the seizure warrant is protected by 8§
5318(g)(3)'s third safe harbor.

The first safe harbor provision protects a financial
institution's "disclosure of a possible violation of Ilaw or
regulation.” 31 U S.C. 8 5318(g)(3). As the use of the adjective
"possible" indicates, a financial institution's disclosure is
protected even if it ultimately turns out there was no viol ation of
law. In order to be immune fromliability, it is sufficient that
a financial institution have a good faith suspicion that a |aw or
regul ation my have been violated, even if it turns out 1in
hi ndsi ght that none was. By extending immunity to a financial
institution's disclosure of a suspected violation of Ilaw or
regul ation, the first safe harbor encourages financial institutions
to voluntarily play a role in conbating noney | aundering and ot her
crimes.

The problemfor First Union at this stage of the litigationis
that it is stuck with the allegations of the conplaint. Those
al | egati ons do not show that First Union had a good faith suspicion
that a law or regulation may have been vi ol ated. None of the

al l egations indicate that the transacti ons associ ated with Lopez's
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accounts were suspici ous enough to suggest a possible violation of
I aw. First Union contends, however, that the first safe harbor
should protect disclosures made in response to "verbal
instructions” of governnent officials. It argues that |[|aw
enforcenment's demand for financial records should, by itself, be
sufficient to give a financial institution a good faith basis to
suspect a possible violation of |aw or regul ation. The hi dden
prem se of that argunent is that Congress intended the first safe
harbor to protect disclosures made pursuant to governnent
officials'" wunexplained request or unvarnished instructions for
financial records. That premse is flawed.

As we wi Il discuss below, the second and third safe harbors
protect fromliability in situations where the governnent has and
exercises the legal authority to demand disclosure of financia
records. If we accepted First Union's prem se that Congress
i ntended the first safe harbor to protect disclosures nade pursuant
to any and all governnent demands, it would render the other two
saf e harbor provisions superfluous. Follow ng the basic principle
of statutory construction "that a statute should not be construed
in such a way as to render certain provisions superfluous or

insignificant," Wodfork v. Marine Cooks & Stewards Uni on, 642 F. 2d

966, 970 (5th Cir. 1981), we reject First Union's contention that

the first safe harbor protects disclosures nade in response to

not hi ng nore than "verbal instructions” of governnent officials.
Havi ng concl uded that the first safe harbor provision does not

protect First Union fromliability for the alleged disclosures, we
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turn nowto the second. The second safe harbor provision protects
a financial institution's "disclosure pursuant to this subsection.™
31 U.S.C. 8§ 5318(g)(3). Di scl osures "pursuant to this subsection”
are disclosures required by the Ofice of the Treasury Secretary
under the rul e-maki ng authority vested in the Treasury Secretary by
31 U S.C 8§ 5318(g)(1), which provides:

The [Treasury] Secretary may require any financial

institution, and any director, officer, enployee, or

agent of any financial institution, to report any
suspi cious transaction relevant to a possible violation

of law or regulation.

In February 1996, the Treasury Secretary issued regul ati ons under
this sub-section. See 12 CF.R 8 21.11 (1996); see also 61 Fed.
Reg. 4326 (1996); 61 Fed. Reg. 4338 (1996); 61 Fed. Reg. 6100
(1996); 61 Fed. Reg. 6095 (1996). The second safe harbor protects
any di sclosures required by those regul ati ons.

However, the conplaint alleges that First Union's disclosures
occurred in 1993 and 1994. Because the Treasury Secretary's
regul ati ons under 8 5318(g)(1) were not in effect at the tinme those
al l eged disclosures were made, the second safe harbor provision
cannot i mmunize First Union's disclosures.

The third safe harbor provision protects a financial
institution's disclosure pursuant to "any other authority."” 31
US. C 8§ 5318(9)(3). Because the second safe harbor protects
di scl osures pursuant to the legal authority of the Treasury
Secretary's regul ations, "other authority"” nmeans authority other

than the Treasury Secretary's regulations. The "other authority”

must be legal authority, because authority neans "[r]ight to
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exercise powers," Black's Law Dictionary 133 (6th Ed. 1991), and

in our systembased on rule of law, the right to exercise power is
derived fromlaw, e.g., statutes, regulations, court orders, etc.
Hence, for a financial institution's disclosure to fall within the
confines of the third safe harbor, the financial institution nust
be able to point to a statute, regulation, court order, or other
source of law that specifically or inpliedly authorized the
di sclosure. If it cannot do so, the disclosure is not entitled to
the protection of the safe harbor.

The conplaint alleges that First Union disclosed Lopez's
financial records twice in response to "verbal instructions" of
governnment officials and once in response to a seizure warrant.
Clearly, a disclosure in response to a seizure warrant i s protected
by the third safe harbor. The seizure warrant represented a
judicial determnation that the governnent had a legal right to
obtain Lopez's financial records. First Union was neither required
nor permtted to sit inreviewof the court's | egal determ nation.
It is imune fromany liability for any disclosures nade pursuant
to the seizure warrant, which was issued on February 3, 1994.

However, First Union's earlier disclosures are a different
matter, because disclosures in response to nothing nore than the
"verbal instructions” of governnent officials are not protected by
the third safe harbor. They are not, because under existing |aw
and regul ati ons, a governnent official's verbal instructions do not
constitute legal authority. First Union fails to identify any

statute or regulation which gives a governnent official's verbal
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request to access an individual's financial records the force of
I aw. Nor does First Union point to a statute or regulation
authorizing a financial institution to release an individual's
financial records in response to nere verbal instructions of
governnent officials. W can find nothing in the Annunzio-Wlie
Act which entitles government officials to gain access to financial
records sinply by verbal request. Therefore, because the facts
all eged in the conplaint do not show First Union acted pursuant to
any |l egal authority when it rel eased Lopez's financial records, the
third safe harbor provision does not protect First Union's
di scl osures.

We also reject First Union's argunent that its disclosures of
Lopez's account activity were made pursuant to "other authority”
because there were regul ations, see e.g. 12 CF. R 8§ 21.11 (1989),
ineffect at the time disclosures were made that required reporting
suspi cious transactions. That argunent sinply overl ooks the fact
that on a notion to dismss, we are bound to consider only the
facts alleged in the conplaint. Lopez's conplaint does not allege
that Lopez's transactions were suspicious or were viewed as
suspi cious by First Union.

In sum we hold that First Union's disclosures of Lopez's
financial records in response to nothing nore than the "verba
instructions" of governnent officials are not protected by 8§
5318(9g) (3)'s safe harbors, except that its disclosure pursuant to

the seizure warrant is protected by the third safe harbor. Because
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the district court erred in dismssing Lopez's conplaint, we
reverse its judgnent.
. THE CORONADO CASE

We turn now to the case brought by Jose Daniel Ruiz Coronado
and the approxi mately el even hundred account hol ders ("the Account
Hol ders”") he wants to represent in this attenpted class action
| awsui t agai nst BankAtlantic Bancorp Inc. ("BankAtlantic").*

A.  FACTS AND PROCEDURAL HI STORY

This case, like the Lopez case, is here on appeal froma Rule
12(b)(6) dismssal. As we stressed in our discussion of theLopez
case, at this stage the facts are Iimted to the allegations in
Coronado' s conpl ai nt, which we nust accept as true.

Again, the FedWre Fund Transfer Systemis an el ectronic funds
transfer system which permts large dollar fund transfers by
conput er -t o- conput er comruni cati ons bet ween banks. BankAtlanticis
a bank within the FedWre Fund Transfer Systemand uses "el ectronic
storage” to maintain the contents of the electronic funds transfer.

I n June 1995, BankAtlantic notified federal agents concerning
t he "unusual anounts" and "unusual novenents" of noney at the bank.
Thereafter, BankAtlantic provided federal agents access to the
"detailed contents of financial information in el ectronic storage,
i ncludi ng the contents of el ectronic communi cations, pertaining to
the Account Holders.™ Federal agents subsequently "seized the

Account Hol ders' accounts upon allegations of noney |aundering.”

*Coronado' s conpl ai nt was di sni ssed before a hearing on cl ass
status coul d be held.
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Eventual ly, the federal agents released 400 to 600 of the Account
Hol ders' accounts because they had "no connection wth noney
| aundering."”®

Subsequent |y, Coronado, on behalf of hinself and the Account
Hol ders, filed a class action suit agai nst BankAtl antic, asserting
clainms under the Electronics Communications Act 18 U.S.C. 88 2501
et seq. (Counts 1-1V), the Right to Financial Privacy Act, 12
US C 88 3401 et seq., (Count V), and Florida law. (Count WVI).
BankAt| antic noved to dismss the conplaint for failure to state a
cl ai m upon which relief can be granted pursuant to Rule 12(b)(6).
The district court granted the notion and dism ssed Coronado's
conplaint with prejudice. The decision to dismss the conplaint
was based exclusively on its conclusion that the Annunzio-Wlie
Anti Money Laundering Act, 31 US. C 8§ 5318(g), immunized
BankAtlantic fromliability. This appeal foll owed.

B. ANALYSIS

The sole issue we nust decide is whether BankAtlantic's
di sclosure of information pertaining to the Account Holders
accounts is protected by the safe harbor provisions of 8§
5318(g) (3).°

BankAtlantic argues that its disclosure falls wthin 8§

5318(g)(3)'s first safe harbor -- a "disclosure of any possible

*The conpl ai nt does not specify whet her Coronado' s account was
anong those rel eased.

®BankAtl antic did not contend, either before the district
court or on appeal, that the conplaint should be di sm ssed because
it failed to state a clai munder the ECPA or the RFPA.
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violation of law." It asserts that the facts all eged i n Coronado’s
conpl aint indicate that BankAtlantic suspected a violation of |aw
based on its detections of “"unusual anmounts"” and "unusual
novenents” of noney in the bank and that it disclosed the
information fromthe Account Hol ders' accounts as a result of those
det ecti ons. BankAtl antic maintains that under those facts, its
di scl osures are protected by the first safe harbor.

That argunent sounds good, but we are required to construe
the conplaint in the light nost favorable to Coronado and not
dismss it unless there is no set of facts he could prove that
would entitle himto relief, i.e., which would deny BankAtl antic
the immunity it seeks fromthe first safe harbor. The conpl aint
alleges that BankAtlantic disclosed the protected account
information of 1,100 accounts after it detected "unusual anmounts of
noney in the bank" and "unusual novenents of noney at the bank"
(enphasi s added). Construed in the Ilight nost favorable to
Coronado, the allegations that BankAtlantic detected suspicious

activity "in" and "at" the bank could nmean that BankAtlantic
det ect ed suspicious activity in only one account or a few accounts.
But if BankAtlantic detected suspicious activity in only one
account, it may well not have had a good faith basis to suspect a
violation of law in the remaining 1,099 accounts, and the sane is
true if the suspicious activity was in only a few accounts.
O course, we could continue this exercise and cone up with

any nunber of hypotheticals in which the conplaint's allegations do

not show that BankAtlantic's disclosures of all the accounts are
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protected by the first safe harbor. But the nore inportant and
generalizable point is this: the allegations in the conplaint,
construed in the |ight nost favorable to Coronado, do not show t hat
BankAtlantic determned in good faith that there was any nexus
bet ween the suspicious activity it detected and the information it
di scl osed from nore than a thousand accounts. In order for 8§
5318(g)(3)'s first safe harbor to protect a financial institution's

di scl osures, there nust be some good faith basis for believing

there is a nexus between the suspicion of illegal activity and the
account or accounts from which information is disclosed. If it
were otherwise, a bank wuld have free license to disclose

information fromany and every account in the entire bank once it
suspected illegal activity in any account at the bank. W do not
think Congress intended such a drastic result which would
needl essly strip away any right or expectation of privacy in
financial records and effectively undo virtually all of what
Congress did when it enacted the Right to Financial Privacy Act and
the Electronic Communi cat i ons Privacy Act. Ther ef or e,
BankAtl antic's disclosures, as they are described in the conpl ai nt
read in the |light nost favorable to Coronado, are not protected by

§ 5318(g)(3)'s first safe harbor provision.’

‘& note that if the allegations in the conplaint specifically
identified the accounts in which BankAtl antic detected suspici ous
activity and any additional accounts with a nexus to them
BankAtlantic would be entitled to partial Rule 12(b)(6) relief
because a disclosure of those accounts would be protected by the
first safe harbor. However, the conplaint does not so identify the
accounts, therefore this issue will have to be resolved at a | ater
stage in the proceedings.
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We caution, however, that our holding should not be read to
mean that the only accounts that can be disclosed are those
actually reflecting the unusual novenents of noney. There could be
i nstances in which unusual novenents or other suspicious activity
in an account provides a reasonable basis for disclosing other
accounts. W will not attenpt to list circunstances in which
there could be a good faith basis for believing that a nexus
exi sted between the suspicious activity in one account and ot her
accounts. It is enough for present purposes that no such basis is
apparent in the conplaint.

BankAtl antic also argues that its disclosure falls within §
5318(g)(3)'s third safe harbor -- a disclosure pursuant to "any
other authority.” Specifically, BankAtlantic <clains its
di scl osures were authorized by 12 C.F.R § 563.180 (1994), which
requires banks to "pronptly notify appropriate |aw enforcenent
authorities" after discovering "suspected crimnal acts.” Again,
however, there nmust be sone good faith basis for believing thereis
a nexus between the suspicion of illegal activity and the account
or accounts from which information is disclosed. Thus
BankAtl antic's disclosures, as they are described in the conpl ai nt
read in the light nost favorable to Coronado, are not clearly
within 8 5318(g)(3)'s third safe harbor provision.

Because we conclude that BankAtlantic's disclosures are not
protected by 8§ 5318(g)(3), the district court's dismssal of

Coronado's conplaint is due to be reversed.

22



1. CONCLUSI ON
The district court's dismssal of Lopez's conplaint is
REVERSED, and the case is REMANDED for further proceedings
consistent with this opinion.
The district court's dismssal of Coronado's conplaint is
REVERSED, and the case is REMANDED for further proceedings

consistent with this opinion.
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